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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation,

o . emper = )
Plaintiff, Civil Action No: | |41 Q/ IS 0 Z

V.

JOHN DOES 1-2 CONTROLLING A
COMPUTER NETWORK
THEREBY INJURING PLAINTIFF
AND ITS CUSTOMERS,

FILED UNDER SEAL PURSUANT
TO LOCAL CIVIL RULE 5

Defendants.

N N N S S S N i N N N N N o

[PROPOSED] EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation (“Microsoft”) has filed a complaint for injunctive and
other relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the
Electronic Communications Privacy Act (18 U.S.C. § 2701); (3) the Lanham Act (15 U.S.C. §§
1114(a)(1), 1125(a), (c)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. §
1125(d)); and (5) the common law of trespass to chattels, unjust enrichment, conversion and
intentional interference with contractual relationships. Microsoft has moved ex parte for an
emergency temporary restraining order and an order to show cause why a preliminary injunction
should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.
§ 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of
Microsoft’s Ex Parte Application for an Emergency Temporary Restraining Order and Order to
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Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact
and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case, and there is good
cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against Defendants John Doe 1 and 2 (“Defendants”) under
the Computer Fraud and Abuse Act (18 U.S.C. § 1030), the Electronic Communications Privacy
Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125), the Anticybersquatting
Consumer Protection Act (15 U.S.C. § 1125(d)), and common law of trespass to chattels, unjust
enrichment, conversion, and intentional interference with contractual relationships.

2. There is good cause to believe that Defendants have engaged in and are likely to
engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030),
the Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§
1114, 1125), the Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)) and
constitute common law of trespass to chattels, unjust enrichment, conversion, and intentional
interference with contractual relationships, and that Microsoft is, therefore, likely to prevail on
the merits of this action;

3. Microsoft owns the registered trademarks Microsoft, Windows, Hotmail, Outlook,
and Office 365 and numerous other trademarks used in connection with its services, software
and products. There is good cause to believe that, unless Defendants are restrained and enjoined
by Order of this Court, inmediate and irreparable harm will result from the Defendants’
ongoing violations. The evidence set forth in Microsoft’s Brief in Support of Ex Parte
Application for a Temporary Restraining Order and Order to Show Cause Re Preliminary

Injunction (“TRO Application”), and the accompanying declarations and exhibits, demonstrates
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that Microsoft is likely to prevail on its claim that Defendants have engaged in violations of the
foregoing law by:

a. intentionally accessing and sending malicious software, code, and instructions
to the protected computers, operating systems, and computer networks of
Microsoft and the customers of Microsoft, without authorization or exceeding
authorization, in order to

i. steal and exfiltrate information from those computers and computer
networks;

ii. infect those computers and computer networks with malicious code and
thereby gain control over those computers and computer networks;

iii. attack and compromise the security of those computers and computer
networks by conducting remote reconnaissance, stealing authentication
credentials, monitoring the activities of users, and using other
instrumentalities of theft;

b. deploying computers and Internet domains to establish a command and
control infrastructure by which means Defendants conduct illegal activities,
including attacks on computers and networks, monitoring activities of users,
and theft of information;

c. corrupting Microsoft’s operating system and applications on victims’
computers and networks, thereby using them to monitor the activities of users
and steal information from them;

4, There is good cause to believe that if such conduct continues, irreparable harm
will occur to Microsoft, Microsoft’s customers, and the public. There is good cause to believe
that the Defendants will continue to engage in such unlawful actions if not immediately

restrained from doing so by Order of this Court.

5. There is good cause to believe that immediate and irreparable damage to this
Court’s ability to grant effective final relief will result from the sale, transfer, or other
disposition or concealment by Defendants of command and control software that is hosted at
and otherwise operates through the Internet domains listed in Appendix A to the Complaint and

from the destruction or concealment of other discoverable evidence of Defendants’ misconduct
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available via those domains, including on user computers infected by Defendants, if Defendants

receive advance notice of this action. Based on the evidence cited in Microsoft’s TRO

Application and accompanying declarations and exhibits, Microsoft is likely to be able to prove

that:

6.

. Defendants are engaged in activities that directly violate United States law

and harm Microsoft and the public, including Microsoft’s customers;

. Defendants have continued their unlawful conduct despite the clear injury to

the foregoing interests;

. Defendants are likely to delete or to relocate the command and control

software at issue in Microsoft’s TRO Application and the harmful and
malicious software disseminated through the Internet domains listed in
Appendix A to the Complaint, thereby permitting them to continue their
illegal acts; and

. Defendants are likely to warn their associates engaged in such activities if

informed of Microsoft’s action.

Microsoft’s request for this emergency ex parte relief is not the result of any lack

of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful

conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28

U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted

without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide

Defendants with prior notice of Microsoft’s motion.

7.

There is good cause to believe that Defendants have specifically directed their

activities to computers of Microsoft’s customers located in Virginia and the Eastern District of

Virginia, have engaged in illegal activity using the Internet domains identified in Appendix A

to the Complaint by using those domains to deceive users of Microsoft’s products and services

and by directing malicious code and content to said computers of Microsoft’s customers to

further perpetrate their illegal conduct victimizing Microsoft’s customers. There is good cause
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to believe that Defendants have directed said malicious code and content through certain
instrumentalities — specifically the domains and the domain registration facilities of the domain
registries identified in Appendix A to the Complaint.

8. There is good cause to believe that Defendants have engaged in illegal activity by
using the domain registration facilities of the domain registries identified in Appendix A to the
Complaint to register the Internet domains identified in Appendix A, so as to deceive
Microsoft’s customers to steal credentials for their Microsoft accounts, and to deliver from those
domains the malicious code, content, and commands that Defendants use to access Microsoft’s
services without authorization and to infect and compromise the computers of Microsoft’s
customers, and to receive the information stolen from those accounts and computers.

9. There is good cause to believe that Defendants have engaged in illegal activity by
using deceptive and fraudulent methods to steal computer users’ account credentials and to use
such credentials for illegal purposes.

10.  There is good cause to believe that to immediately halt the injury caused by
Defendants, Defendants must be prohibited from accessing Microsoft’s services without
authorization and prohibited from sending malicious code, content and commands from the
Internet domains identified in Appendix A to the Complaint to the computers of Microsoft’s
customers.

11.  There is good cause to believe that Defendants have engaged in illegal activity
using the Internet domains identified in Appendix A to the Complaint to host the command and
control software and content used to infect and compromise the computers and networks of
Microsoft’s customers and to steal information from them. There is good cause to believe that

to immediately halt the injury caused by Defendants, each of Defendants’ current and
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prospective domains set forth in Appendix A to the Complaint must be immediately redirected
to the Microsoft-secured name-servers named NS151.microsoftinternetsafety.net and
NS152.microsoftinternetsafety.net, thus making them inaccessible to Defendants for command
and control purposes.

12.  There is good cause to believe that to immediately halt the injury, the execution of
this Order should be carried out in a coordinated manner by Microsoft and by the domain
registries identified in Appendix A to the Complaint on such date and time within five (5) days
of this Order as may be reasonably requested by Microsoft.

13.  There is good cause to believe that Defendants may change the Internet domains
that they use to conduct illegal activities, and that Microsoft may identify and update the
domains listed in Appendix A to the Complaint as may be reasonably necessary to account for
additional Internet domains associated with Defendants just prior to the execution of this Order
and within a reasonable time thereafter should Defendants attempt to evade and defy this Order.

14.  There is good cause to permit notice of the instant Order, notice of the
Preliminary Injunction hearing and service of the Complaint by formal and alternative means,
given the exigency of the circumstances and the need for prompt relief. The following means of
service are authorized by law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(f)(3) and are
reasonably calculated to notify Defendants of the instant order, the Preliminary Injunction
hearing and of this action: (1) transmission by email, facsimile, mail and/or personal delivery to
the contact information provided by Defendants to Defendants’ domain registrars and hosting
companies and as agreed to by Defendants in Defendants’ domain registration and/or hosting
agreements, (2) publishing notice on a publicly available Internet website, (3) by personal

delivery upon Defendants, to the extent Defendants provided accurate contact information in the
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U.S.; and (4) personal delivery through the Hague Convention on Service Abroad or similar
treaties upon Defendants, to the extent Defendants provided accurate contact information in
foreign countries that are signatories to such treaties.
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE
IT IS THEREFORE ORDERED that, Defendants, Defendants’ representatives, and
persons who are in active concert or participation with Defendants, are temporarily restrained
and enjoined from: (1) intentionally accessing and sending malicious software or code to
Microsoft and the protected computers and operating systems of Microsoft and Microsoft’s
customers, without authorization, in order to infect those computers; (2) intentionally attacking
and compromising computers or computer networks of Microsoft or Microsoft’s customers, to
monitor the activities of the owners or users of those computers or computer networks, and to
steal information from those computers or networks; (3) configuring, deploying, operating, or
otherwise participating in or facilitating a command and control infrastructure described in the
TRO Application, including but not limited to the command and control software hosted at and
operating through the Internet domains set forth in Appendix A to the Complaint and through
any other component or element of the command and control infrastructure at any location; (4)
stealing information from Microsoft’s customers; (5) misappropriating that which rightfully
belongs to Microsoft, its customers, or in which Microsoft or its customers have a proprietary
interest; (6) downloading or offering to download additional malicious software onto the
computers of Microsoft’s customers; or (7) undertaking any similar activity that inflicts harm on
Microsoft, Microsoft’s customers, or the public.
IT IS FURTHER ORDERED that, Defendants, Defendants’ representatives, and

persons who are in active concert or participation with Defendants are temporarily restrained and
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enjoined from (1) using and infringing Microsoft’s trademarks, including specifically
Microsoft’s registered trademarks Microsoft, Windows, Hotmail, Outlook, and Office 365 and/or
other trademarks, trade names, service marks, or Internet Domain addresses or names containing
or infringing such trademarks, trade names or service marks; (2) using in connection with
Defendants’ activities, products, or services any false or deceptive designation, representation or
description of Defendants or of their activities, whether by symbols, words, designs or
statements, which would damage or injure Microsoft or give Defendants an unfair competitive
advantage or result in deception of consumers; or (3) acting in any other manner which suggests
in any way that Defendants’ activities, products or services come from or are somehow
sponsored by or affiliated with Microsoft, or passing off Defendants’ activities, products or
services as Microsoft’s.

IT IS FURTHER ORDERED that, with respect to any currently registered Internet
domains set forth in Appendix A to this Order and the Complaint, the domain registries shall
take the following actions:

A. Within five (5) business days of receipt of this Order, shall unlock and
change the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, the domain registry for the domain, or its administrators,
including backend registry operators or administrators, within five (5) business days of receipt of
this Order, shall change, or assist in changing, the registrar of record for the domain to
MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to
ensure that Microsoft has control over the hosting and administration of the domain in its

registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall
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provide to the domain registry or registrar of record any requested registrar information or
account details necessary to effectuate the foregoing.

B. The domain shall be made active and shall resolve in the manner set forth
in this order, or as otherwise specified by Microsoft, upon taking control of the domain;

C. The domain shall be redirected to secure servers by changing the
authoritative name servers to NS096A.microsoftinternetsafety.net and
NS096B.microsoftinternetsafety.net and, as may be necessary, the IP addresses associated with
name servers or taking other reasonable steps to work with Microsoft to ensure the redirection of
the domain and to ensure that Defendants cannot use it to make unauthorized access to
computers, infect computers, compromise computers and computer networks, monitor the
owners and users of computers and computer networks, steal information from them or engage in
any other activities prohibited by the Injunction;

D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by
Microsoft:

Domain Administrator

Microsoft Corporation

One Microsoft Way

Redmond, WA 98052

United States

Phone: +1.4258828080

Facsimile: +1.4259367329

domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants
and prevent transfer or control of the domain to the account of any party other than Microsoft;

E. Take all steps required to propagate to the foregoing changes through the

Domain Name System (“DNS”), including domain registrars.
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IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,
including (1) transmission by email, facsimile, mail and/or personal delivery to the contact
information provided by Defendants to Defendants’ domain registrars and/or hosting companies
and as agreed to by Defendants in the domain registration and/or hosting agreements, (2)
publishing notice on a publicly available Internet website, (3) by personal delivery upon
Defendants, to the extent Defendants provided accurate contact information in the U.S.; and (4)
personal delivery through the Hague Convention on Service Abroad or similar treaties upon
Defendants, to the extent Defendants provided accurate contact information in foreign countries
that are signatories to such treaties.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b)

that the Defendants shall appear before this Court on at to show

cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final
ruling on the Complaint against Defendants, enjoining Defendants from the conduct
temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of
$50,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Microsoft may identify and update the domains
in Appendix A to this Order and the Complaint as may be reasonably necessary to account
for additional Internet domains associated with Defendants’ illegal conduct just prior to or
within a reasonable time after the execution of this Order.

IT IS FURTHER ORDERED that Defendants shall file with the Court and serve on

Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or

10
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declarations and/or legal memoranda no later than one (1) day prior to the hearing on

Microsoft’s request for a preliminary injunction.

IT IS SO ORDERED
Entered this day of December, 2019

UNITED STATES DISTRICT JUDGE

11
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EXHIBIT 1
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:ORG DOMAINS

Registry

Public Interest Registry (PIR)
1775 Wiehle Avenue

Suite 200

Reston Virginia 20190

United States

APPENDIX A

OFFICE356-US.ORG

Domain Name: OFFICE356-US.ORG

Registry Domain ID: D402200000005189950-LROR
Registrar WHOIS Server: whois.1api.net

Registrar URL: http://www.1api.net

Updated Date: 2019-02-15T01:32:18Z

Creation Date: 2018-02-14T08:17:06Z

Registry Expiry Date: 2020-02-14T08:17:06Z
Registrar Registration Expiration Date:

Registrar: 1 API GmbH

Registrar IANA ID: 1387

Registrar Abuse Contact Email: abuse@]api.net
Registrar Abuse Contact Phone: +49.68416984200
Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registrant Organization: MS

Registrant State/Province: 1

Registrant Country: US

Name Server: NS120.TRUEHOSTER.NET

Name Server: NS121.TRUEHOSTER.NET
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form https
://'www .icann.org/wicf/)

>>> Last update of WHOIS database: 2019-12-
06T19:24:50Z <<<

SMTPER.ORG

Domain Name: SMTPER.ORG

Registry Domain ID: D402200000011172427-LROR
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://www.publicdomainregistry.com
Updated Date: 2019-10-14T03:49:24Z

Creation Date: 2019-08-14T08:16:10Z

Registry Expiry Date: 2020-08-14T08:16:10Z
Registrar Registration Expiration Date:

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-

contact@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952

2
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Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registrant Organization: GDPR Masked

Registrant State/Province: GDPR Masked

Registrant Country: US

Name Server: NS31.CLOUDNS.NET

Name Server: NS32.CLOUDNS.NET

Name Server: NS33.CLOUDNS.NET

Name Server: NS34.CLOUDNS.NET

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form https
.//www.icann.org/wicf/

.BIZ DOMAINS

Registry

NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166

SEOULHOBI.BIZ

Domain Name: seoulhobi.biz

Registry Domain ID: D3ADAE10C8D8E44B88339582227E
FOFDE-NSR

Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: publicdomainregistry.com

Updated Date: 2019-03-12T15:05:00Z

Creation Date: 2019-02-24T17:44:17Z

Registry Expiry Date: 2020-02-24T17:44:17Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registrant Organization: N/A

Registrant State/Province: Hikari

Registrant Country: JP

Registrant Email: Please query the RDDS service of the Regi
strar of Record identified in this output for information on ho
w to contact the Registrant, Admin, or Tech contact of the qu
eried domain name.

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: http
s://www.icann.org/wicf/
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.CASH DOMAINS

Registry

Binky Moon, LLC

Donuts Inc.

5808 Lake Washington Blvd NE, Suite 300
Kirkland, WA 98033

READER.CASH

Domain Name: reader.cash

Registry Domain ID: 380312f8fcc340edbc1803¢c144d5b363-
DONUTS

Registrar WHOIS Server: whois.PublicDomainRegistry.com
Registrar URL: http://www.PublicDomainRegistry.com
Updated Date: 2019-11-18T08:51:21Z

Creation Date: 2019-11-01T08:32:05Z

Registry Expiry Date: 2020-11-01T08:32:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +91.2230797500

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: GDPR Masked

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: GDPR Masked

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the Regi
strar of Record identified in this output for information on ho
w to contact the Registrant, Admin, or Tech contact of the qu
eried domain name.

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: http
s://www.icann.org/wicf/

.COM, .NET DOMAINS
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Registry
VeriSign, Inc.

VeriSign Information Services, Inc.

12061 Bluemont Way
Reston Virginia 20190
United States
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HOTRNALL.COM

Domain Name: hotrnall.com

Registry Domain ID: 2346795666_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T17:31:18Z

Creation Date: 2018-12-26T00:34:31Z

Registrar Registration Expiration Date: 2019-12-
26T00:34:31Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko

Registrant Organization: Personal

Registrant Street: 5-3-6 Akasaka

Registrant City: Minato-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 106-8006

Registrant Country: JP

Registrant Phone: +81.355713191

Registrant Phone Ext:

Registrant Fax: +81.355712051

Registrant Fax Ext:

Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Kurokawa Tomoko

Admin Organization: Personal

Admin Street: 5-3-6 Akasaka

Admin City: Minato-ku

Admin State/Province: Tokyo

Admin Postal Code: 106-8006

Admin Country: JP

Admin Phone: +81.355713191

Admin Phone Ext:

Admin Fax: +81.355712051

Admin Fax Ext:

Admin Email: tang_guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko

Tech Organization: Personal

5
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Tech Street: 5-3-6 Akasaka

Tech City: Minato-ku

Tech State/Province: Tokyo

Tech Postal Code: 106-8006

Tech Country: JP

Tech Phone: +81.355713191

Tech Phone Ext:

Tech Fax: +81.355712051

Tech Fax Ext:

Tech Email: tang_guanghui@hotmail.com

Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2019-08-
30T17:31:18Z <<< Domain Name: hotrnall.com
Registry Domain ID: 2346795666 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T17:31:18Z

Creation Date: 2018-12-26T00:34:31Z

Registrar Registration Expiration Date: 2019-12-
26T00:34:31Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko

Registrant Organization: Personal

Registrant Street: 5-3-6 Akasaka

Registrant City: Minato-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 106-8006

Registrant Country: JP

Registrant Phone: +81.355713191

Registrant Phone Ext:

Registrant Fax: +81.355712051

Registrant Fax Ext:

Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Kurokawa Tomoko

Admin Organization: Personal

Admin Street: 5-3-6 Akasaka

Admin City: Minato-ku

Admin State/Province: Tokyo

Admin Postal Code: 106-8006

Admin Country: JP

6




Case 1:19-cv-01582-LO-JFA Document 10-1 Filed 12/18/19 Page 18 of 49 PagelD# 167

Admin Phone: +81.355713191

Admin Phone Ext:

Admin Fax: +81.355712051

Admin Fax Ext:

Admin Email: tang_guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko

Tech Organization: Personal

Tech Street: 5-3-6 Akasaka

Tech City: Minato-ku

Tech State/Province: Tokyo

Tech Postal Code: 106-8006

Tech Country: JP

Tech Phone: +81.355713191

Tech Phone Ext:

Tech Fax: +81.355712051

Tech Fax Ext:

Tech Email: tang_guanghui@hotmail.com
Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SEC-LIVE.COM

Domain Name: sec-live.com

Registry Domain ID: 2345629507 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:16:09Z

Creation Date: 2018-12-22T08:47:19Z

Registrar Registration Expiration Date: 2019-12-
22T08:47:19Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko

Registrant Organization: Personal

Registrant Street: 5-3-6 Akasaka

Registrant City: Minato-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 106-8006

Registrant Country: JP

Registrant Phone: +81.355713191

Registrant Phone Ext:

Registrant Fax: +81.355712051

Registrant Fax Ext:

Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
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Admin Name: Kurokawa Tomoko

Admin Organization: Personal

Admin Street: 5-3-6 Akasaka

Admin City: Minato-ku

Admin State/Province: Tokyo

Admin Postal Code: 106-8006

Admin Country: JP

Admin Phone: +81.355713191

Admin Phone Ext:

Admin Fax: +81.355712051

Admin Fax Ext:

Admin Email: tang_guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko

Tech Organization: Personal

Tech Street: 5-3-6 Akasaka

Tech City: Minato-ku

Tech State/Province: Tokyo

Tech Postal Code: 106-8006

Tech Country: JP

Tech Phone: +81.355713191

Tech Phone Ext:

Tech Fax: +81.355712051

Tech Fax Ext:

Tech Email: tang_guanghui@hotmail.com
Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

RNAIL.COM

Domain Name: RNAIL.COM

Registry Domain ID: 2395465199 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-07-27T02:16:51Z

Creation Date: 2019-05-27T02:59:08Z

Registrar Registration Expiration Date: 2020-05-
27T02:59:08Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Dongll Song

Registrant Organization: MobileProtect

Registrant Street: 25 Seonhwa-ro 20-gil Jillyang-eup
Registrant City: Gyeongsan-si

Registrant State/Province: Gyeongsangbuk-do

Registrant Postal Code: 38492

Registrant Country: KR
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Registrant Phone: +82.01033988890

Registrant Email: bitcoin024(@hanmail.net

Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

RNAILM.COM

Domain Name: RNAILM.COM

Registry Domain ID: 2358789139 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-04-09T02:17:00Z

Creation Date: 2019-02-07T06:31:49Z

Registrar Registration Expiration Date: 2020-02-
07T06:31:49Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Annie Cho

Registrant Organization: CoinWallet

Registrant Street: 13535 UNION VILLAGE CIR
Registrant City: Clifton

Registrant State/Province: Virginia

Registrant Postal Code: 20124

Registrant Country: US

Registrant Phone: +1.8055678218

Registrant Email: bitcoin025@hanmail.net

Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SECRITYPROCESSING.COM

Domain Name: SECRITYPROCESSING.COM

Registry Domain ID: 2371156493_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:16Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:16Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
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Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SECURITEDMODE.COM

Domain Name: SECURITEDMODE.COM

Registry Domain ID: 2371156536 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:05Z

Creation Date: 2019-03-20T07:29:59Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:59Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
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URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SECURYTINGMAIL.COM

Domain Name: SECURYTINGMAIL.COM

Registry Domain ID: 2371156527 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:02Z

Creation Date: 2019-03-20T07:29:50Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:50Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SET-LOGIN.COM

Domain Name: set-login.com

Registry Domain ID: 2360933211_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:25:43Z

Creation Date: 2019-02-15T07:54:55Z

Registrar Registration Expiration Date: 2020-02-
15T07:54:57Z2

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: naoki yamada

Registrant Organization: Personal
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Registrant Street: 4-32 Nishirokugo

Registrant City: Ota-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 144-0056

Registrant Country: JP

Registrant Phone: +81.337396567

Registrant Email: satoshiman0088@gmail.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

USRCHECKING.COM

Domain Name: USRCHECKING.COM

Registry Domain ID: 2371156468 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:06Z

Creation Date: 2019-03-20T07:29:07Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked. GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

PW-CHANGE.COM

Domain Name: PW-CHANGE.COM

Registry Domain ID: 2371470962_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:25:23Z

Creation Date: 2019-03-21T02:09:48Z

Registrar Registration Expiration Date: 2020-03-
21T02:09:48Z
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Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: ALEXEY IGORIEVICH PECHENOV
Registrant Organization:

Registrant Street: Moscow Region, Solnechnogorsk-

30, ul. Tsentralnaya 28

Registrant City: Moscow

Registrant State/Province: Moscow

Registrant Postal Code: 141530

Registrant Country: RU

Registrant Phone: +7.9773177182

Registrant Email: noreplygoogqlesender@gmail.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

APP-WALLET.COM

Domain Name: APP-WALLET.COM

Registry Domain ID: 2335434562 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-11-22T08:44:07Z

Creation Date: 2018-11-22T07:26:56Z

Registrar Registration Expiration Date: 2019-11-
22T07:26:56Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Annie Cho

Registrant Organization: CoinWallet

Registrant Street: 13535 UNION VILLAGE CIR
Registrant City: Clifton

Registrant State/Province: Virginia

Registrant Postal Code: 20124

Registrant Country: US

Registrant Phone: +1.8055678218

Registrant Email: bitcoin025@hanmail.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/
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BIGWNET.COM

Domain Name: bigwnet.com

Registry Domain ID: 2351682947 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:31:28Z

Creation Date: 2019-01-12T02:32:17Z

Registrar Registration Expiration Date: 2020-01-
12T02:32:16Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada

Registrant Organization: Personal

Registrant Street: 1-1301 Saburomaru

Registrant City: Fukui-shi

Registrant State/Province: Fukui

Registrant Postal Code: 910-0033

Registrant Country: JP

Registrant Phone: +81.776281905

Registrant Email: pigcoin2020@hotmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

BITWOLL.COM

Domain Name: BITWOLL.COM

Registry Domain ID: 2440667088 DOMAIN COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-10-06T02:18:08Z

Creation Date: 2019-10-06T02:18:07Z

Registrar Registration Expiration Date: 2020-10-
06T02:18:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
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Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CEXROUT.COM

Domain Name: CEXROUT.COM

Registry Domain ID: 2350055800_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-08T02:17:28Z

Creation Date: 2019-01-06T08:41:05Z

Registrar Registration Expiration Date: 2020-01-
06T08:41:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CHANGE-PW.COM

Domain Name: CHANGE-PW.COM

Registry Domain ID: 2368816873_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-13T02:18:00Z

Creation Date: 2019-03-13T02:19:22Z

Registrar Registration Expiration Date: 2020-03-
13T02:19:22Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
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Registrant Name: Seung Hak Hyun

Registrant Organization:

Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul

Registrant City: Seoul-si

Registrant State/Province: Seoul

Registrant Postal Code: 07954

Registrant Country: KR

Registrant Phone: +82.1034070909

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: rninchurl@daum.net

Registry Admin ID: Not Available From Registry
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CHECKPROFIE.COM

Domain Name: CHECKPROFIE.COM

Registry Domain ID: 2371156560 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:06Z

Creation Date: 2019-03-20T07:30:13Z

Registrar Registration Expiration Date: 2020-03-
20T07:30:13Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry

Admin Name: GDPR Masked

Admin Organization: GDPR Masked

Admin Street: GDPR Masked GDPR Masked GDPR Maske
d

Admin City: GDPR Masked

Admin State/Province: Sofia

Admin Postal Code: GDPR Masked

16




Case 1:19-cv-01582-LO-JFA Document 10-1 Filed 12/18/19 Page 28 of 49 PagelD# 177

Admin Country: BG

Admin Phone: +GDPR Masked . GDPR Masked
Admin Phone Ext:

Admin Fax: +GDPR Masked.GDPR Masked
Admin Fax Ext:

Admin Email: gdpr-masking@gdpr-masked.com
Registry Tech ID: Not Available From Registry
Tech Name: GDPR Masked

Tech Organization: GDPR Masked

Tech Street: GDPR Masked GDPR Masked GDPR Masked
Tech City: GDPR Masked

Tech State/Province: Sofia

Tech Postal Code: GDPR Masked

Tech Country: BG

Tech Phone: +GDPR Masked.GDPR Masked
Tech Phone Ext:

Tech Fax: +GDPR Masked.GDPR Masked

Tech Fax Ext:

Tech Email: gdpr-masking@gdpr-masked.com
Name Server: ns31.cloudns.net

Name Server: ns32.cloudns.net

Name Server: ns33.cloudns.net

Name Server: ns34.cloudns.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CLOUDWEBAPPSERVICE.COM

Domain Name: CLOUDWEBAPPSERVICE.COM
Registry Domain ID: 2351156215_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-12T02:16:46Z

Creation Date: 2019-01-10T06:59:07Z

Registrar Registration Expiration Date: 2020-01-
10T06:59:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar [ANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: aji 917

Registrant Organization:

Registrant Street: seoul

Registrant City: seoul

Registrant State/Province: seoul

Registrant Postal Code: 01111

Registrant Country: KR

Registrant Phone: +82.37282156170
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Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: tiger199392@daum.net

Registry Admin ID: Not Available From Registry

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CTQUAST.COM

Domain Name: CTQUAST.COM

Registry Domain ID: 2388608965 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-07-08T02:19:55Z

Creation Date: 2019-05-08T10:55:05Z

Registrar Registration Expiration Date: 2020-05-
08T10:55:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked. GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DATAVIEWERING.COM

Domain Name: DATAVIEWERING.COM

Registry Domain ID: 2366296798 DOMAIN COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-05T02:18:29Z

Creation Date: 2019-03-05T09:48:29Z

Registrar Registration Expiration Date: 2020-03-
05T09:48:29Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
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p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked. GDPR Masked
Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DAY-POST.COM

Domain Name: DAY-POST.COM

Registry Domain ID: 2355017915_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-25T02:24:36Z

Creation Date: 2019-01-24T01:45:15Z

Registrar Registration Expiration Date: 2020-01-
24T01:45:15Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned
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Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DIALY-POST.COM

Domain Name: DIALY-POST.COM

Registry Domain ID: 2355039478 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-26T02:16:33Z

Creation Date: 2019-01-24T06:13:15Z

Registrar Registration Expiration Date: 2020-01-
24T06:13:15Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry

Admin Name: GDPR Masked

Admin Organization: GDPR Masked

Admin Street: GDPR Masked GDPR Masked GDPR Maske
d

Admin City: GDPR Masked

Admin State/Province: Sofia

Admin Postal Code: GDPR Masked

Admin Country: BG

Admin Phone: +GDPR Masked.GDPR Masked

Admin Phone Ext:

Admin Fax: +GDPR Masked.GDPR Masked

Admin Fax Ext:

Admin Email: gdpr-masking@gdpr-masked.com

Registry Tech ID: Not Available From Registry

Tech Name: GDPR Masked

Tech Organization: GDPR Masked

Tech Street: GDPR Masked GDPR Masked GDPR Masked
Tech City: GDPR Masked
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Tech State/Province: Sofia

Tech Postal Code: GDPR Masked

Tech Country: BG

Tech Phone: +GDPR Masked.GDPR Masked
Tech Phone Ext:

Tech Fax: +GDPR Masked.GDPR Masked
Tech Fax Ext:

Tech Email: gdpr-masking@gdpr-masked.com
Name Server: ns31.cloudns.net

Name Server: ns32.cloudns.net

Name Server: ns33.cloudns.net

Name Server: ns34.cloudns.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2019-12-
06T19:40:39Z <<<

DOCUMENTVIEWINGCOM.COM

Domain Name: DOCUMENTVIEWINGCOM.COM
Registry Domain ID: 2371156518_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:34Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:34Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked. GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com
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Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DOVVN-MAIL.COM

Domain Name: dovvn-mail.com

Registry Domain ID: 2351678418 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-04-26T14:07:21Z

Creation Date: 2019-01-12T01:08:20Z

Registrar Registration Expiration Date: 2020-01-
12T01:08:192

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada

Registrant Organization: Personal

Registrant Street: 1-1301 Saburomaru

Registrant City: Fukui-shi

Registrant State/Province: Fukui

Registrant Postal Code: 910-0033

Registrant Country: JP

Registrant Phone: +81.776281905

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pigcoin2020@hotmail.com
Registry Admin ID: Not Available From Registry
Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http.//wdprs.internic.net/

DOWN-ERROR.COM

Domain Name: DOWN-ERROR.COM

Registry Domain ID: 2364422957 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-04-28T02:17:57Z

Creation Date: 2019-02-27T02:08:59Z

Registrar Registration Expiration Date: 2020-02-
27T02:08:59Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Seung Hak Hyun

Registrant Organization:
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Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul

Registrant City: Seoul-si

Registrant State/Province: Seoul

Registrant Postal Code: 07954

Registrant Country: KR

Registrant Phone: +82.1034070909

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: rninchurl@daum.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DRIVECHECKINGCOM.COM Domain Name: DRIVECHECKINGCOM.COM
Registry Domain ID: 2371156505_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-05-20T02:18:04Z
Creation Date: 2019-03-20T07:29:25Z
Registrar Registration Expiration Date: 2020-03-
20T07:29:25Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked
Registrant State/Province: Sofia
Registrant Postal Code: GDPR Masked
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

ENCODINGMAIL.COM Domain Name: ENCODINGMAIL.COM
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Registry Domain ID: 2371156520 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:42Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:42Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked. GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FILES-DOWNLOAD.NET

Domain Name: FILES-DOWNLOAD.NET

Registry Domain ID: 2333962375_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-11-18T12:18:49Z

Creation Date: 2018-11-18T11:35:37Z

Registrar Registration Expiration Date: 2019-11-
18T11:35:37Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Domain Status: clientUpdateProhibited https://icann.org/epp
#clientUpdateProhibited

Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited

Domain Status: clientHold https://icann.org/epp#clientHold
Registry Registrant ID: Not Available From Registry
Registrant Name: Seung Hak Hyun
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Registrant Organization:

Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul

Registrant City: Seoul-si

Registrant State/Province: Seoul

Registrant Postal Code: 07954

Registrant Country: KR

Registrant Phone: +82.1034070909

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: rninchurl@daum.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FILINVESTMENT.COM

Domain Name: FILINVESTMENT.COM

Registry Domain ID: 2407516177_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-08-29T02:16:03Z

Creation Date: 2019-06-29T08:08:05Z

Registrar Registration Expiration Date: 2020-06-
29T08:08:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked. GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/
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FIXCOOL.NET

Domain Name: FIXCOOL.NET

Registry Domain ID: 2355017889 _DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-25T02:24:36Z

Creation Date: 2019-01-24T01:45:06Z

Registrar Registration Expiration Date: 2020-01-
24T01:45:06Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FOLDERSHAREING.COM

Domain Name: FOLDERSHAREING.COM

Registry Domain ID: 2364425141 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-04-29T02:17:29Z

Creation Date: 2019-02-27T02:32:05Z

Registrar Registration Expiration Date: 2020-02-
27T02:32:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked
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Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

GOLANGAPIS.COM

Domain Name: GOLANGAPIS.COM

Registry Domain ID: 2424454473 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-10-18T02:16:44Z

Creation Date: 2019-08-18T13:41:05Z

Registrar Registration Expiration Date: 2020-08-
18T13:41:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

HANRNAILNET

Domain Name: HANRNAILNET

Registry Domain ID: 2398449268 DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
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Updated Date: 2019-08-04T02:16:00Z

Creation Date: 2019-06-04T07:06:01Z

Registrar Registration Expiration Date: 2020-06-
04T07:06:01Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Dongll Song

Registrant Organization: MobileProtect

Registrant Street: 25 Seonhwa-ro 20-gil Jillyang-eup
Registrant City: Gyeongsan-si

Registrant State/Province: Gyeongsangbuk-do
Registrant Postal Code: 38492

Registrant Country: KR

Registrant Phone: +82.01033988890

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: bitcoin024(@hanmail.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

LH-LOGINS.COM

Domain Name: Ih-logins.com

Registry Domain ID: 2373974648 DOMAIN _COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T21:03:43Z

Creation Date: 2019-03-28T02:44:57Z

Registrar Registration Expiration Date: 2020-03-
28T02:44:59Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: seiji yoshida

Registrant Organization: Personal

Registrant Street: 4-19-13 Honcho

Registrant City: Koganei-shi

Registrant State/Province: Tokyo

Registrant Postal Code: 184-0004

Registrant Country: JP

Registrant Phone: +81.423836587

Registrant Phone Ext:
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Registrant Fax:

Registrant Fax Ext:

Registrant Email: infornail.noreply@gmail.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

LOGIN-USE.COM

Domain Name: login-use.com

Registry Domain ID: 2360933302_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:27:19Z

Creation Date: 2019-02-15T07:55:51Z

Registrar Registration Expiration Date: 2020-02-
15T07:55:50Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: naoki yamada

Registrant Organization: Personal

Registrant Street: 4-32 Nishirokugo

Registrant City: Ota-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 144-0056

Registrant Country: JP

Registrant Phone: +81.337396567

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: satoshiman0088@gmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

MAIL-DOWN.COM

Domain Name: mail-down.com

Registry Domain ID: 2372526472 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T20:07:38Z

Creation Date: 2019-03-24T08:07:25Z

Registrar Registration Expiration Date: 2020-03-
24T08:07:252

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Hideo Suzuki
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Registrant Organization: Personal
Registrant Street: 2-1-1 Kasumigaseki
Registrant City: Chiyoda-ku

Registrant State/Province: Tokyo
Registrant Postal Code: 100-8919
Registrant Country: JP

Registrant Phone: +81.583291212
Registrant Fax: +81.583291212

Registrant Email: jiahuzong@hotmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

MATMIHO.COM

Domain Name: matmiho.com

Registry Domain ID: 2351675618 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:11:46Z

Creation Date: 2019-01-12T00:15:13Z

Registrar Registration Expiration Date: 2020-01-
12T00:15:13Z

Registrar: GMO INTERNET, INC.

Registrar [ANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada

Registrant Organization: Personal

Registrant Street: 1-1301 Saburomaru

Registrant City: Fukui-shi

Registrant State/Province: Fukui

Registrant Postal Code: 910-0033

Registrant Country: JP

Registrant Phone: +81.776281905

Registrant Email: pigcoin2020@hotmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

MIHOMAT.COM

Domain Name: mihomat.com

Registry Domain ID: 2351696124 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T20:11:18Z

Creation Date: 2019-01-12T06:21:43Z

Registrar Registration Expiration Date: 2020-01-
12T06:21:43Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
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Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Humitakai Miyazaki

Registrant Organization: Personal

Registrant Street: 1-29 Nakaikegami

Registrant City: Ota-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 146-0081

Registrant Country: JP

Registrant Phone: +81.337532788

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: wusonghaO3@gmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NATWPERSONAL-ONLINE.COM

Domain name: natwpersonal-online.com

Registry Domain ID: 2339142224 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 2018-12-02T16:45:07.00Z

Creation Date: 2018-12-02T16:45:07.00Z

Registrar Registration Expiration Date: 2019-12-
02T16:45:07.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/ep
pi#clientTransferProhibited

Registry Registrant ID:

Registrant Name: WhoisGuard Protected

Registrant Organization: WhoisGuard, Inc.

Registrant Street: P.O. Box 0823-03411

Registrant City: Panama

Registrant State/Province: Panama

Registrant Postal Code:

Registrant Country: PA

Registrant Phone: +507.8365503

Registrant Phone Ext:

Registrant Fax: +51.17057182

Registrant Fax Ext:

Registrant Email: 23f30d8e5ab4439fb15be24a7de1fTb8.prot
ect@whoisguard.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NIDLOGIN.COM

Domain Name: NIDLOGIN.COM
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Registry Domain ID: 2383779690 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-06-24T02:17:19Z

Creation Date: 2019-04-24T08:00:08Z

Registrar Registration Expiration Date: 2020-04-
24T08:00:08Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar [ANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NID-LOGIN.COM

Domain Name: NID-LOGIN.COM

Registry Domain ID: 2425705667_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-10-21T02:19:07Z

Creation Date: 2019-08-22T01:51:04Z

Registrar Registration Expiration Date: 2020-08-
22T01:51:04Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar [ANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

32




Case 1:19-cv-01582-LO-JFA Document 10-1 Filed 12/18/19 Page 44 of 49 PagelD# 193

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NIDLOGON.COM

Domain Name: NIDLOGON.COM

Registry Domain ID: 2408923714_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-09-01T02:18:08Z

Creation Date: 2019-07-03T00:55:07Z

Registrar Registration Expiration Date: 2020-07-
03T00:55:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http:/wdprs.internic.net/

DROG-SERVICE.COM

Domain Name: drog-service.com

Registry Domain ID: 2354166742 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
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Updated Date: 2019-08-22T10:38:00Z

Creation Date: 2019-01-21T06:54:11Z

Registrar Registration Expiration Date: 2020-01-
21T06:54:10Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Youichi Takagi

Registrant Organization: Tokyo University
Registrant Street: 5-42-3 Kamitakada

Registrant City: Nakano-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 164-0002

Registrant Country: JP

Registrant Phone: +81.333883756

Registrant Email: okonoki_masao@yahoo.co.jp
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

.CLUB DOMAINS

Registry

.Club Domains, LLC

100 SE 3rd Ave. Suite 1310
Fort Lauderdale, FL 33394
United States

PIECEVIEW.CLUB

Domain Name: pieceview.club

Registry Domain ID: D16836326510B489DBF551C195196
1BB4-NSR

Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: whois.discount-domain.com

Updated Date: 2019-08-30T11:13:29Z

Creation Date: 2019-06-01T01:45:48Z

Registry Expiry Date: 2020-06-01T01:45:48Z

Registrar: GMO Internet, Inc. d/b/a Onamae.com

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp

Registrar Abuse Contact Phone:

Domain Status: clientHold https://icann.org/epp#clientHold
Registrant Organization: Personal

Registrant State/Province: Kumamoto

Registrant Country: JP

Registrant Email: Please query the RDDS service of the Regi
strar of Record identified in this output for information on ho
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w to contact the Registrant, Admin, or Tech contact of the qu
eried domain name.

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: http
s://www.icann.org/wicf/

JINFO, . MOBI DOMAINS

Registry

Afilias, Inc.

300 Welsh Road
Building 3, Suite 105
Horsham, PA 19044
United States

MAILINFO

Domain Name: MAI1.INFO

Registry Domain ID: D503300000533250566-LRMS
Registrar WHOIS Server:

Registrar URL: www.onamae.com

Updated Date: 2019-08-30T11:13:25Z

Creation Date: 2019-01-31T01:36:44Z

Registry Expiry Date: 2020-01-31T01:36:44Z
Registrar Registration Expiration Date:
Registrar: GMO Internet, Inc. d/b/a Onamae.com
Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Reseller:

Domain Status: ok https://icann.org/epp#ok
Registrant Organization: Personal

Registrant State/Province: Tokyo

Registrant Country: JP

Name Server: NS4.VALUE-DOMAIN.COM
Name Server: NS5.VALUE-DOMAIN.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form is htt
ps://www.icann.org/wicf/

The Registrar of Record identified in this output may have an

RDDS service that can be queried for additional information
on how to contact the Registrant, Admin, or Tech contact of
the queried domain name.

COM-SERVICEROUND.INFO

Domain Name: COM-SERVICEROUND.INFO

Registry Domain ID: D503300001182076279-LRMS
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://publicdomainregistry.com/whois
Updated Date: 2019-11-08T03:24:08Z

Creation Date: 2019-10-24T00:42:07Z

Registry Expiry Date: 2020-10-24T00:42:07Z

Registrar Registration Expiration Date:
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Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Domain Status: serverTransferProhibited https://icann.org/ep
p#serverTransferProhibited

Registrant Organization: GDPR Masked

Registrant State/Province: GDPR Masked

Registrant Country: US

Name Server: NS1.VERIFICATION-HOLD.SUSPENDED-
DOMAIN.COM

Name Server: NS2.VERIFICATION-HOLD.SUSPENDED-
DOMAIN.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form is htt
ps://www.icann.org/wicf/

The Registrar of Record identified in this output may have an
RDDS service that can be queried for additional information
on how to contact the Registrant, Admin, or Tech contact of

the queried domain name.

REVIEWER.MOBI

Domain Name: REVIEWER.MOBI

Registry Domain ID: D503300001182151603-LRMS
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://publicdomainregistry.com/whois
Updated Date: 2019-12-03T23:47:23Z

Creation Date: 2019-11-01T08:32:15Z

Registry Expiry Date: 2020-11-01T08:32:15Z

Registrar Registration Expiration Date:

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Domain Status: serverHold https://icann.org/epp#serverHold
Domain Status: serverTransferProhibited https://icann.org/ep
p#serverTransferProhibited

Registrant Organization: GDPR Masked

Registrant State/Province: GDPR Masked

Registrant Country: US

Name Server: NS31.CLOUDNS.NET

Name Server: NS32.CLOUDNS.NET

Name Server: NS33.CLOUDNS.NET
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Name Server: NS34.CLOUDNS.NET

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form is htt
ps://www.icann.org/wicf/

The Registrar of Record identified in this output may have an
RDDS service that can be queried for additional information

on how to contact the Registrant, Admin, or Tech contact of
the queried domain name.
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